Part I: Incident Management & Command Systems

The National Incident Management System

The federal government — in order to achieve unified, single- and interagency
management in emergency response - adopted the National Incident Management System
(NIMS). The central purpose is to ensure a comprehensive national framework designed
to efficiently support incident management, regardless of the size, nature, or complexity
of the event.

Under NIMS, the framework of operations is the Incident Command System (ICS).
NIMS requires the use of the Incident Command System by all levels of government and
by healthcare organizations.

The Incident Command System

The purpose of the Incident Command System (ICS) is to provide an interdisciplinary
and flexible management system that is adaptable to an incident of any kind or size. ICS
defines a clear chain-of-command and provides logistical and administrative support to
operational staff responding to the incident.

The Incident Command System is a proven system based on organizational “best
practices” and the successful use in military and business practices. ICS has been built on
lessons learned in response to incidents.

ICS is a framework (not a plan) that defines the actions to be carried out by whom, what,
when, where, and how (the Incident Action Plan). The ICS puts into place common
terminology, standards and procedures. The activation of ICS is scalable, and its
standardized structure allows for the integrations of other agencies and organizations. ICS
can be used in planned events (NASCAR), exercises and for actual incidents.

The main components of the ICS are the Command Staff, and the General Staff or
functional sections. The ICS may exist in its full form or in a truncated form in more
minor events in which certain pieces are not necessary. In the full form, the ICS
Command Staff is lead by the Incident Commander.

The Incident Commander (IC) or the Agency Incident Commander, if the disaster
involves several agencies working together, is in charge of the incident. The Incident
Commander is responsible for the development of an Incident Action Plan, allocation of
resources and assuring that the necessary sections are activated (and subsequently de-
activated at the end of the crisis). This person has the authority to make decisions and
ultimately execute the Incident Action Plan.

The Chain of Command refers to the orderly line of authority within the ranks of the
incident management organization. Unity of Command means that every individual has
a designated supervisor to whom he or she reports at the scene of the incident. These
principles clarify reporting relationships and eliminate the confusion caused by multiple,
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conflicting directives. Incident managers at all levels must be able to control the actions
of all personnel under their supervision.

A Unified Command takes place when multiple jurisdictions, a single jurisdiction with
multi-agency involvement, or multiple jurisdictions with multi-agency involvement
respond to an incident. Unified Command allows agencies with different legal,
geographic, and functional authorities and responsibilities to work together effectively
without affecting individual agency authority, responsibility, or accountability. A Unified
Command analyzes information, establishes common objectives and strategies, and
develops a common Incident Action Plan.

An Emergency Operations Center (EOC) is established for incidents involving
multiple organizations or governmental agencies. Multiple agencies and/or disciplines are
represented in the EOC. The purpose of the EOC is to provide support and coordination
for on-scene responders, and to coordinate and allocate resources.

The Span of Control refers to the number of individuals or resources one supervisor can
manage effectively. The Span of Control is accomplished by organizing resources in
Sections, Branches, Groups, Divisions and Teams. The recommended span of control for
is one to five reports per supervisor. Ratios may vary from three to seven reports per
supervisor.

Command Staff

The Command Staff consists of the Public Information Officer, Safety Officer, and
Liaison Officer. They report directly to the Incident Commander, and are made up of the
following positions:

e Public Information Officer (P10O) - responsible for assuring that appropriate
information is provided to the public, as well as to government officials and
collaborating agencies.

e Safety Officer - responsible for scene safety, availability and appropriate use of
personal protective equipment, and basic human needs (rest, nutrition, and
hydration).

e Liaison Officer - responsible for coordinating all activities with other agencies
and groups involved in the response.

Note: The Documentation Officer is responsible for recording all activity, particularly
meetings, phone calls, and other logistic matters.

General Staff
This organization level has functional responsibility for primary segments of incident
management (Operations, Planning, Logistics, Finance/Administration). The General
Staff (or functional section leads) also report directly to the Incident Commander. These
are the General Staff positions:
e Operations Section Chief is responsible for managing all tactical operations at
an incident. The Incident Action Plan provides the necessary guidance. The need
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to expand the Operations Section is generally dictated by the number of tactical
resources involved and is influenced by span of control considerations.

e Planning Section Chief is responsible for providing planning services for the
incident. Under the direction of the Planning Section Chief, this section collects
situation and resources status information, evaluates it, and processes the
information for use in developing action plans. Dissemination of information can
be in the form of the Incident Action Plan, formal briefings, or through map and
status board displays

e Logistics Section Chief provides all incident support needs with the exception of
support to air operations. The Logistics Section is responsible for providing:
facilities, transportation, communications, supplies, equipment maintenance and
fueling, food services (for responders), medical services (for responders), and all
off-incident resources.

e Finance/Administration Section Chief is responsible for managing all financial
aspects of an incident. Not all incidents will require a Finance/Administration
Section. This section is activated only when the involved agencies have a specific
need for finance services.

Joint Information Systems
The purpose of a Joint Information Systems (JIS) is to communicate timely and accurate
information to the public. Local, regional and state governments set up the Joint
Information System. Public Information Officers operate in a Joint Information System
to:

e Establish plans, procedures and structures for gathering and disseminating

information
e Develop coordinated messages
e Ensure that the public and decision-makers are informed throughout a response

The lead Public Information Officer (PIO) ensures that all messages are approved by the
Incident Commander before release.

Joint Information Center
The Joint Information Center (JIC) is a physical location or entity where information
management activities are performed. A Joint Information Center will:

e Gather information and intelligence

e Develop consistent and coordinated messages

e Disseminate messages and information

JIC activities enhance the likelihood that information released to the public will be
accurate and coordinated across agencies. One or more JICs may be operating under the
JIS, and may be large or small and may not house all communications staff. The base of
operations for a JIC may be federal, state, or local, and its resources may flow from any
of these sources.
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As with the ICS, the JIC may be scaled to fit the situation by enlarging or contracting its
services and resources. A large JIC may activate all components: media relations,
research and writing, and all special project functions. In a full health and medical
activation, the JIC could include a spokesperson, hospital liaisons, media monitoring,
State P10, and State Medical Advisor, all working together under the ICS-PIO. A large
JIC may include audiovisual and production support, web management, briefing room
staff, and more.

Organizing a Joint Information Center (JIC)

A JIC enhances the likelihood that information released to the public will be accurate and
coordinated across agencies. A well-organized JIC can increase the ability to do so
quickly and effectively.

The lead Public Information Officer (P10) in a JIC is responsible for overall JIC
operations and providing prompt and organized responses to the news media. The lead
P10 coordinates all public information efforts out of the JIC, ensures protocols are
follows, attends Command briefings and coordinates these efforts with local and state
partners.

Research and Writing is responsible for researching, verifying information and writing
media advisories, releases and other materials. They generate reports and obtain
approvals from the PIO.

Media Relations is responsible for dealing with all media requests and logistics. They
distribute news releases, brief and support spokespersons, determine and set up media-
briefing area, generate reports and obtain approvals from the PIO.

Special Projects is responsible for working with key partners and posting accurate
information to Web sites and making sure information is distributed to non-media
partners, organizations, agencies and audiences. They monitor Web sites generate reports
and obtain approvals from the P10O.

As with all disaster planning, communications services personnel should practice
protocols, roles and responsibilities. This can be done through formal NIMS and ICS
trainings, as well as by conducting tabletop exercises and drills specific to public
communications.
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JIC Planning Considerations
The following list of questions provides a good starting point in determining priorities in
establishing a JIC and organizing the appropriate resources to fulfill those needs.

First Steps - Initial Phase

What is the status on the situation?
Obtain a situational briefing and gather accurate information as such what happened,
when, where, how, and who was involved/affected?

How / where will you set up a JIC? What resources are needed to establish a JIC?
What type of a JIC will you need to set up and where will it be located? What staffing
resources, equipment, supplies and other resources will you need to effectively establish
and run a JIC?

What are the key issues?
Identify key issues that need to be addressed and how will they be monitored for any
change in status.

What players need to be the table? Who needs to be involved?
Who are the key responding agencies and key partners who should be at the table for
consultation and input on public communication decisions?

What are the initial priorities and objectives?
What are the initial priorities and objectives in responding to the crisis emergency event
and how will this be accomplished?

Which JIC functions will you need to activate and how will you organize your JIC
operations?

What functions and units to you initially need to activate? Which work units need to be
physically located together and which functions can be done virtually via
phone/web/email? Determine the best way to organize your operations and fill out your
JIC org chart appropriately.

Are there gaps that need to be filled?
What additional information to you need to gather/ verify and what additional resources
will you need?

Who are the key audiences?
Identify the key audiences that need to be communicated to- victims, families, general
public, employees, key partners, media? They should be communicated with regularly.
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What are the key messages to be communicated?
Identify 3 key messages and determine which messages relate to which audiences best.
What are the risks and the actions needed that need to be communicated about?

Determine if there are any issues of confidentially due to HIPPA or criminal
investigations related to the event.

The members of the media often have a problem with confidentiality. But when it comes
to medical or criminial information there are things that cannot be legally disclosed.
Explain this. Use your good judgment.

Second Steps - Operational Phase

What are the Media Relations Objectives?
Determine what the media relations objectives and top priorities are and assign a lead.

What are the Research /Writing Objectives?
Determine what the key messaging objectives and content development priorities and
assign a lead.

What are the Special Project Objectives?
Determine what the special projects objectives and key priorities are and assign a lead.

Are there any new or changing priorities?
If there are changing or new priorities, what needs to be readjusted to meet those needs?

What information has changed or needs to be updated?

Avre there rumors and misinformation that need to be addressed? Let the news media
know if there are corrections to previously released information. If what you know has
changed, let the media and other key stakeholders know.

Who are our subject matter experts?
What internal resources/expertise can be called upon?

What’s working and what isn’t working?

Asses the efficiency and effectiveness of the JIC structure and work units to determine if
any changes need to be made. Take note of challenges, issues, and successes for after-
action reports.

What additional resources do you need to meet additional or increased demands?
If additional resources are needed, can you obtain or do you need to make reassignments
to your current structure to meet increased demands?
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Third Steps- Demobilization Phase

What key issues are still outstanding and need to be resolved?

Are there any outstanding issues that need to be addressed? Which issues need to be
immediately resolved and which ones can they be addressed at a later on the after-action
plan?

Do you anticipate any post-event media activity?
Assess public communication needs during a prolonged event and identify what
resources can be deactivated and which ones need to remain operational. Cr

What follow-up communications need to be made?
Plan for updates or follow up communications that will need to be made and identify
target audiences?

Which units can be deactivated and which units need to stay operational?
Determine which units can be deactivation and which can’t’. Develop a phase-out plan.

JIC Equipment and Supplies Considerations
The following list of questions provides a good starting point in determining what type of
equipment, supplies and resources you will need.

Will the JIC be set up as a physical organization/ location or as a virtual JIC?
First determine the set up for your JIC, whether that means physically working together
in one location or working independently from your own offices.

How many tables, chairs and desks/work stations will be needed for the JIC?
If you are setting up a physical JIC, how you will set up your room and functional units?

What communication systems will be needed for the JIC?
How many computers, laptops, phones, faxes, copiers will you need, including other
operational equipment such as white boards, projectors, etc.?

What office supplies will you need?
What basic supplies will JIC staff need--Notepad, message pads, pens/pencils, markers,
flip charts, staplers, clips, etc.?

What technological equipment will be needed for the JIC?
What type of technologies will you need to enable the JIC to work more efficiently?
Email set-up, fax-blast systems, shared network drives, Web sites?

What type of technological and new media technologies will be needed for the JIC?
If the JIC is virtual, what electronic and communication systems do you need?



